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Design and Build
Great Web APIs

Robust, Reliable, and Resilient

"From design to code to test to
deployment, unlock hidden business value
and release stable and scalable web APIs

that meet customer needs and solve
important business problems in a
consistent and reliable manner."

-- Pragmatic Publishers
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The Goals of API Testing
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Goals of API Testing

e "Outside-in" approach
e Validating resource inputs/outputs

e Confirming interface behavior
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Goals of API Testing

e "Outside-in" approach
o We can only "see" the API
o Your tests are for the interface, not the code

e \alidating resource inputs/outputs
e Confirming interface behavior
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Goals of API Testing @

e "Outside-in" approach

e Validating resource inputs/outputs

o Confirm the URL exists, responds
o Validate the methods, parameters, and response bodies

e Confirming interface behavior
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Goals of API Testing

e "Outside-in" approach
e Validating resource inputs/outputs

e Confirming interface behavior
o Validate expected behaviors
o Happy-path tests (200 OK)
o Sad-path tests (400 Bad Request)

copyright © 2021 by amundsen.com, inc. -- all rights reserved



L et's see how that works...
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Simple Request Testing (SRTs)

e SRTs are a great way to validate endpoints
e Use curl to execute simple requests against your API
e "Eyeball" the results to make sure it works as expected
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Simple Request Testing (SRTs)

e SRTs are a great way to validate endpoints

o Confirm URLs respond
o Validate 200 OK & body

e Use curl to execute simple requests against your API
e "Eyeball" the results to make sure it works as expected

# person api test requests
# 2020-02 mamund

http://localhost:8181/
http://localhost:8181/1list/
http://localhost:8181/filter?status=active

http://localhost:8181/ -X POST -d id=qlw2e3r4&status=pending&email=test@example.org
http://localhost:8181/qlw2e3rd4 -X PUT -d givenName=Mike&familyName=Mork&telephone=123-456-7890
http://localhost:8181/status/qlw2e3r4 -X PATCH -d status=active

http://localhost:8181/qlw2e3r4 -X DELETE

Design and Build
Great Web APIs
Robust, Relfable. and Resibent

# EOF
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Simple Request Testing (SRTs)

e SRTs are a great way to validate endpoints

e Use curl to execute simple requests against your API
o curl or wget or any other simple HTTP CLI client works fine
o Pipe results to a file (output. txt) and check into source control

e "Eyeball" the results to make sure it works as expected

B G i

un requests
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Simple Request Testing (SRTs)

e SRTs are a great way to validate endpoints
e Use curl to execute simple requests against your API

e "Eyeball" the results to make sure it works as expected
o Does the request fail?

" o http://localhost:8181/23456 -X GET
o Does the body "look ok Time: 1584657412556 : localhost:8181/23456 : GET : {}

{
"error": [
{
“type": "error",
"title": "SimpleStorage: [api]",
"detail": "Not Found [23456]",
"status": "400",
"instance": "http://localhost:8181/23456"
}
]

I
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SRT Demo

File Edit View Terminal Tabs Help

H AR AR R R R R R R R RS RS RRR
# run requests File Edit View Terminal Tabs Help

# person api
# simple test requests (SRTs)
# 2020-02 mamund

happy path

http://localhost:

http://localhost:8181/1list/

http://localhost:8181/filter?status=active

http://localhost:8181/ -X POST -d id=glw2e3r4&status=pending&email=test@example.org
http://localhost:8181/glw2e3r4 -X PUT -d givenName=Mike&familyName=Mork&telephone=123-456-7890
http://localhost:8181/status/qlw2e3r4 -X PATCH -d status=active

http://localhost:8181/qlw2e3r4 -X DELETE

# sad path
# http://localhost:8181/12345 -X DELETE
o # http://localhost:8181/ -X POST -d id=12345
rie # http://localhost:8181/ -X POST -d id=12345&email=sample@example.org
# http://localhost:8181/ -X POST -d id=12345&email=sample@example.org
# http://localhost:8181/12345 -X PUT -d email=updated@example.org&hatSize=12.5
# http://localhost:8181/23456 -X GET

AR R R R R R R R
# all done

Design and Buil
S D)

Great Web API. EOF

g N N R R EIeTS
# EOF
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Postman Ul and ChaidS

Postman API platform (2014)
Collections -> Folders -> Requests
Embedded libraries for scripting tests

. . -
( : h a I J S a S S e rtl O n S / POSTMAN Product How Collaboration Works  Use Cases Pricing  Enterprise  Explore

The Collaboration
Platform for API
Development

Download the free Postman app to get started.

Download the App

10 million 500,000

Developers Companies
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Postman Ul and ChaidS

e Postman API platform (2014)

Q .
o Design, build, mock, test, etc. *
. . . . R e Trash Good evening, Mike Amundsen!
o May require a client-side install
e Collections -> Folders -> Requests
e Embedded libraries for scripting tests | - == -
[=] Create an environment
e ChaidS assertions
Recent worksp
(D]l?eszxi%nwae%dA%‘ilsﬂ 4 Dark mod
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History Collections

Postman Ul and ChaiJS

- BigCo Company API
15 requests

e Postman API platform (2014) = hapoy_path

cer  Company Home

e C(Collections -> Folders -> Requests

Company Create

o You can import/export collections P —
o Supports global, collection, and environment memory sharing o Comparytipoate

patcH  Company Status

e Embedded libraries for scripting tests
. . v B sad _path
e (ChaidS assertions

Company Create (missing

Company Create (missing
Company Create (valid)

Company Crea
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Postman Ul and ChaidS

e Postman API platform (2014)
e C(Collections -> Folders -> Requests

e Embedded libraries for scripting tests
o 12+ client-side libraries
o 10+ NodedsS libraries

e ChaiJdS assertions

Global functions (pm.*)
require
require(moduleName:String): function -~ *

The require function allows you to use the sandbox built-in library modu

corresponding documentation.

* ajv—v6.6.2
atob —»v2.1.2

e btoa—v1.21

e chal —v4.20

e cheerio —v0.22.0

e crypto-js —v3.1.9-1
se/lib/sync — v1.2.4
e lodash — v4.17.11 (when used with require, the inbuilt _ object is for

moment — v2.22.2 (sans locales)
tman-collection — v3.4.0
e tv4 —>v1.3.0
o uuid — (the module loaded is a shim for original module)
e xml2js —v0.4.19

A number of NodeJS modules are also available to use in the sandbox:
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Postman Ul and ChaidS

Postman API platform (2014)
Collections -> Folders -> Requests
Embedded libraries for scripting tests

ChaidS assertions
o BDD-style assertions
o Fluent interface
0 should(...), expect(...), assert(...)

@ Chai Assertion Library

Chai is a BDD / TDD assertion library for node
and the browser that can be delightfully paired e

[
with any javascript testing framework. E

DOWnload Chal 4.2.0/2018-09-25 (

for Node  another piattorm?
View Node Guide 6

Issues | Fork on GitHub | Releases | Google Group | Build Status

The chai package is available on npm.

Chai has several interfaces that allow the developer to choose t
BDD styles provide an expressive language & readable style, w
classical feel.
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Design and Build
Great Web APIs

Robust, Reltable, and Resilient

Postman Ul Demo

» Company Home

GET v | http://company-atk.herokuapp.com...

2% My Workspace ¥

c Company APl Home Tests  company-localhost

Authorization Headers Body Pre-reque
Iteration 1
17 /[ S5 RABERERSRERERERSNARED GET Company Home Starter 200 OK 33ms
2 * COMPANY HOME - e 3
3 aamesssesstesstessnesnn [ ]
: This request does not have any tests.
5 /| PRO
6~ pm.test('Status is 260", function() { @ ceT Company Home 2000k @ 22ms
7 pm.expect(pm.response.code).to.equal(208);
g % @ statusis 200
9~ pm.test('Content-Type header is application/json’, function() {
var hdr = pn.respopse.headers.ggt('.contgnt-type'); @ Content-Type header is application/json
pm.expect(hdr).to.include( ‘application/json’);
@ Response body contains a valid home object
pm.response.json();
@ homeiidissettolist
/] expe id home object
pm.test('Respons y contains a valid home object', function() —_ y
pm.expect(body.home). to.be.an( array’); @ home.nameis set to company
coll = body.home;
coll.forEach(function(item) { @ home.rel contains company and collection
pm.expect(item).to.have.property(‘id');
pa.expect(item).to.have.property( name’); s : s .
pm.expect(item).to.have.property( 'rel’); WGET Conipaiiy Hore s 000k 24105
pm.expect(item).to.have.property( href’);
s B statusis 200
1 H
Sl Body: iome. Bindea = il AREEY; @ Header content-type contains application/json
pm.test('home.id is set to list’, function() { @@ Vvalid home object
pm.expect(item.id).to.include('list");
H @ home has property id set to list
@ home has property name set to company

563 B
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Automate Testing with Newman CLI

Newman (2016) is the command-line client for Postman
Use Postman API for managing collections & environments

Newman + AP| = custom test-run scripts
Add -reporters option for improved output
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Automate Testing with Newman CLI

e Newman is the command-line client for Postman (2016)

© npm install -g newman
© newman run <collection>

e Postman API for managing collections & environments

e Newman + APl = custom test-run scripts | i
e Add -reporters option for improved output | " —————====

Newman v4 has been released. Check the migration guide and changelog for more det:

0POSTMAN

Manage all of your organization's APIs in Postman, with the industry's most complete AP/
development environment.

NeWMaN the cli companion for postman

Newman is a command-line collection runner for Postman. It allows you to effortlessly run ar

test a Postman collection directly from the command-line. It is built with extensibility in minc

COpyI’Ight © 2021 by amundsen com |nC _— a" r|g htS 1 that you can easily integrate it with your continuous integration servers and build systems.
. f .




Automate Testing with Newman CLI

e Newman is the command-line client for Postman (2016)

e Postman API for managing collections & environments

o Generate your API key
o Use curl to make postman API calls for collections & environments

e Newman + API| = custom test-run scripts

e Add -reporters option for improved output

eeeeeeeee
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Automate Testing with Newman CLI

e Newman is the command-line client for Postman (2016)
e Postman API for managing collections & environments

e Newman + AP| = custom test-run scripts

o Pull proper collections/environments (API)
o Run tests and report results (Newman)
O test-run.sh local eche %

curl -s -X GET Ssvr/collectlons/Scollld -H "X-Api-Ke

e Add -reporters option for improved output FEESses SSV,/envment;’/ééisiél¥:

-0 $envfile

echo "I I sts
if [ -z "$outfile" ]
then
newman run $testfile -e $envfile --bail -r cli,htmlex
else
newman run $testfile -e $envfile --bail -r cli,htmlex

fi
copyright © 2021 by amundsen.com, inc. -- all rights reserved




Automate Testing with Newman CLI

Newman is the command-line client for Postman (2016)
Postman API for managing collections & environments
Newman + APl = custom test-run scripts

Add -reporters option for improved output Newman Run Das
© npm install -g newman-reporter-htmlextra

0 newman run <collection> -r htmlextra
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echo "Pulling p
curl -s -X GET Ssvr/collectlons/Scollld -H

-H

-H

echo "RL
if [ -z
then
newman run $testfile -e
else
newman run $testfile -e
fi

Soutriter 1

curl -é -X GET Ssvr/env1r'

Newman CLI Demo

ey:$apikey" \
' -0 $testfile
ments/$env -

I e
0]

[N P

I
T

‘Summary

Newman Run Dashboard

Monday, 16 March 2020 20:08:50

TOTAL ITERATIONS TOTALASSERTIONS TOTAL FAILED TESTS TOTAL SKIPPED TESTS

Total Requests )

Failed Tests [

total run duration:

Design and Build
Grca( Wch APls
Reslie

Robust,

Reltable.

total data received: 103.87KB (approx

average response time: 445ms
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& Total run duration: 355ms
= Total data received: 8558
@ Average response time: 63ms

TIMINGS AND DATA




Putting it all together
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Putting It All Together w/ a "mini-pipeline”

Build

Local Test
Deploy
Remote Test
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Putting It All Together w/ a "mini-pipeline”

e Build

O npm run dev
e |Local Test

O test-run.sh local
e Deploy

© git push heroku master
e Remote Test

O test-run.sh remote
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mini-pipeline Demo

ey:$apikey" \
-0 Stestflle
nments/Senv*J ' s are

N
"R Ba AR R R R R
then

newman run $testfile -e $envfile -- test-scripts e
else
newman run $testfile -e $envfile -- prerequest-scripts
T )

total run duration:

Design and Build
Great Web APIs
Robust, Reltable. and Restient

total data received: 103.87KB (approx

average response time: 445ms
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And So...

Design and Build
Great Web APIs
Robust, Relfable. and Resibent
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Goals of API Testing

e OQOutside-in approach
e Testing the API's behavior
e Happy- and Sad-Path testing
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Validate Endpoints with SRTs

e Focus on URLs and arguments
e Use the srt. sh script with curl
e That's really "testing" yet <g>

View Terminal

File Edit Tabs Help

:8181/1ist/
8181/filt

Design and Build
Great Web APIs

Robust, Reltable, and Resilient
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Test Behavior with Postman and ChaidS

Create Postman test collections
Use ChaidS assertion library BDD-style "outside-in"
Build up reusable test modules and share via global memory

Be sure to use both Happy- and Sad-Path tests [

GET ~ | httpi//company-atk.herokuapp.com...

Params  Authorization  Headers  Body  Pre-requestScript  Tests®

~ pn.test('Status is 208", function() {
pn.expect (pn. response. code) . to.equal (200);

Type header is epp\\canon/)sen
. response. headers..
7). to-include( apptication/ 3son

fn)mc(\o"() {

var body = pn.response. son();

. tesl( Reswnse body canta\ns a val\d home object’, function() {
. expect (body. home).to.be.an(array);

co
coll. forEa(h(funclwn(\teﬂ) 4
pr.expect(iten). to.have.property('id');
pn-expect(iten)to.hi
pn.expect(iten).to.have
Bn-expect(iten). to.have. proper ty(" heet! 3

Design and Build
Great Web APIs

var iten = body.home. find(x => x.i

Robust, Relfa Resibient

pm.test("home.id is set to list', function
pn.expect(iten.id).to.include('list");

b

pn. test('hone. name is set to company’, function() {
pm.expect(iten.name) . to.include(" company”);

b

39+ pa.test('hone, rel contains conpany nd colsction’, function() (
pm.expect(iten. rel). to. include(’company’);
- expect(iten.rel). o incLude(col tection');
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Automate Testing with Newman CLI

e Newman is the Postman CLI client
e Automate testing using test-run.sh
e Optionally, use -r htmlextra option for HTML output

-S X GET Ssvr/collectlons/Scollld -H "X-Api-Key:$apikey" \
( ' -0 $testfile

-s X GET Ssvr/env1ronments/Senv1d -H "X-Api-Key:$apikey" \

Cache-Control:no-« -0 $envfile

echo "Running tests..."
if [ -z "$outfile" ]
then
newman run $testfile -e $envfile --bail -r cli,htmlextra
else
newman run $testfile -e $envfile --bail -r cli,htmlextra > $outfile
fi

copyright © 2021 by amundsen.com, inc. -- all rights reserved



That's all there is!
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Resources

e "Design and Build Great Web APIs"
g.mamund.com/greatwebapis

e This talk (slides, links, etc.)
g.mamund.com/2021-02-postman-galaxy-testing
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